
PROTECT
Your Information

When you buy a home, you'll be 
required to submit personal 
information to your lender and/or 
settlement or escrow agent. This 
information may include Social 
Security numbers, bank account 
numbers and credit and loan 
account numbers. 

Unfortunately, would-be 
fraudsters sometimes attempt to 
steal personal information and 
even money through real estate 
transactions.

CALL, DON'T EMAIL. Know your title company's closing 
process and money transfer protocol, and confirm all 
instructions using a known phone number. It is 
uncommon for title companies to change payment and 
wire instructions over email.

STOP, if you receive an email that appears suspicious, or is 
requesting you to send money for your transaction, and call 
your settlement agent immediately, even if it's from a familiar 
source. Don't use phone numbers or links in the email.

REVIEW your personal information carefully on all of 
your transaction paperwork to ensure it is correct.

CONFIRM EVERYTHING.  Ask your bank to confirm the 
name on the account before sending a wire, and to check 
for any red flags or discrepancies in the wire instructions.

DO NOT provide information about yourself or your 
transaction to any unknown or unnecessary parties.

VERIFY IMMEDIATELY. Notify the recipient once the wire 
has been sent, and confirm receipt by the settlement agent 
within a few hours.

Protect yourself and remember:
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WHAT TO DO IF YOU'VE BEEN TARGETED
--> Immediately contact your bank and ask them to issue a                              
recall for your wire.
--> Report the crime to www.IC3.gov

--> Contact your regional FBI office and police to report the   
phishing scam.
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